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HanpasaAeT ANsA cBeAeHUs paspaboTaHHble BpemeHHol Komuccueli Coseta deaepauum no pasBUTUIO
MHPOpPMaLUMOHHOro obuecTBa MeToAMyYeckme pekomeHAauuuM O pasmMeleHMn Ha MHOOPMALMOHHDIX
cTeHaax, opuLManbHbIX MHTEPHeT-canTax 7 APYyrux NHPOPMALMOHHbBIX pecypcax
06ueobpasoBaTe/ibHbIX OPraHM3aLunii U OPraHoOB, OCYLLLECTBAAIOWMX YripaBaeHme B chepe obpa3oBaHus,
nHpopmauum o 6esonacHOM NoBeAEeHMUN N UCNOIb30BaHUM ceTh "UHTepHeT".
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Mpunoxkenune

METOANYECKME PEKOMEHOALUN
O PASMELWLEHNN HA UHOPOPMALMOHHbIX CTEHAAX, OPULIMANIbHBIX
MHTEPHET-CAUTAX U APYINX UHOOPMALIMOHHbBIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALIUA U OPTAHOB, OCYLLECTBNAIOLMUX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALUU O BE3OMNMACHOM
NOBEAEHUN U NCNOJIb3OBAHUU CETU "MHTEPHET"

dKcneptamM UM yYneHamu BpemeHHoM Komuceum Coseta Pepepaumm  nNo  PasBUTUIO
MHPOPMaALMOHHOIO obLecTBa B paMKax BbINOJHEHMA PEKOMEHZAUMA NapAaMeHTCKUX CAyLaHUiA
"AKTyaNbHble Bonpocbl obecneyeHuss 6e3onacHOCTM W pa3BuTMA aetelr B MHOOPMALMOHHOM
npoctpaHcTee”, Kotopble npownn B CosBete Pepepaumm 17 anpens 2017 r., 6blan paspaboTaHbl
MeTOAMYECKME pPEKOMEHZAUMM O pasmelleHMn Ha WMHOOPMAUMOHHBLIX CTeHAax, oduuUManbHbIX
WHTEpPHET-calTax W Apyrnx MHOOPMAULMOHHBIX pecypcax o06uweobpa3oBaTenbHbIX OpPraHU3aunin u
OpraHoB, OCYLLEeCTBAAOWMX ynpaBneHne B cdepe ob6pasosaHuA, WHPopmaumm o 6e3onacHom
noseAeHUN U UCNONb30BaHUK ceTu "UHTepHeT" (aanee - MeToaMYeCcKMe peKoMeHZaumm).

MeToanyeckMe pPeKoMeHZALMM  HanpasBiaeHbl Ha  KayeCcTBEHHOE  MNOBbIWEHWE  YPOBHSA
MHPOPMALMOHHON AenaTeslbHOCTU 06LLe06pa3oBaTe/IbHbIX OPraHM3aLMii U OPraHOB, OCYLLECTBAAIOLWMX
ynpasneHue B cpepe 0b6pa3oBaHUs, B HaCTU MHOOPMMPOBAHMA YYaLLMXCA, UX poauTenei (3aKOHHbIX
npeacraBuTene) W NeparorMyeckMx pPaboTHMKOB 06 OCHOBHbIX acnektax MHOOPMaLMOHHOM
6e3onacHocTw.

MeToanyeckMe pekomeHAaLMy No3BOAAT 06LLe0bpa3oBaTe/ibHbIM OpPraHM3auMsam M OpraHam,
OCYLLECTBAAOWMM ynpasieHne B cdepe 06pPa3oBaHWUA, aKTyaM3NPOBaATb YMKE WCMONb3yemble U
pa3smelLeHHble MHOOPMALMOHHbIE MAaTEPMabl, TaK U NOLTOTOBUTL MX B C/lyYae UX OTCYTCTBUA C YYETOM
JIYYLINX NPAKTUK U PEKOMEHAALNIA.

B pamKax meToanyecknx peKoMeHAauuin paccmaTpmBatoTCcA Caeayowme MHCTPYMEHTbI:
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1. UHPOPMALIMOHHbBIE CTEHAbI;
2. oduLManbHble MHTEPHET-pecypchbl;
3. cpeAcTBa MaccoBoi MHGOPMaLMK (LLIKONbHbIE ra3eTbl, NeAarorMyeckne usgaHusa U apyrue).

MHbOopMaLMNOHHDbIE CTeHAbI

Ha nHdopmaumnoHHbIX cTeHaax B 06ueobpa3oBaTesibHbIX OpPraHn3aumax, pacnosioXeHHbIx B ¢pone
yupexgeHuin u B KabuHeTax, OCHALLEHHbIX MEepPCOHasIbHbIMW YCTPOMCTBAaMM [AA BbIXOAa B CeTb
"MHTepHeT", pekomeHayeTcA pa3mecTUTb MHGOPMaLMOHHbIE NAMATKN, COAEPKALLME OCHOBHbIE COBETbI
no obecnevyeHno MHPOPMaLMOHHOM He30MacHOCTU yYaLmxca.

B npunoxeHun N 1 K mMeToauYeCKMM peKomeHZauuam npeactaBneH obpaseu, nNamaTkM Ans
pasmeLLeHMa Ha MUHGOPMALIMOHHbIX CTEHAAX.

CpeacrBa maccoBoit Hpopmaumm

B cpeactBax maccoBoli MHbOPMALUKM, OPUEHTUPOBAHHbLIX Ha OOy4YalOWMXCA, PEKOMEHAYETCS B
TeyeHue y4yebHOro roga perynspHo nyb6anKoBaTb WMHGOPMAUMOHHbIE MaTepuasbl, MNOCBALLEHHbIE
oTAeNbHbIM acnekTam WHPOPMaLMOHHOM 6e30nNacHOCTK, a TaKXKe pas/inyHble MnamsaTkM obuero
XapaKTepa.

B cpeacTtBax maccoBoi MHGOPMALUM, OPUEHTUPOBAHHbIX Ha MeaarorMyeckyto obLLecTBEHHOCTb,
pEKOMEeHAOyeTcA B TeYeHWe Ka/leHJapHoro roga peryasapHo nybnaukosatb MHGOPMALMOHHbIE
MmaTepuanbl, MOCBAWEHHble OTAE/NbHbIM  acnekTam  WMHPOPMaLMOHHOM  6e30nacHOCTU  Kak
HEeCcoBepLUEHHOIETHUX, Tak U 0b6weobpas3oBaTeNbHbIX OpPraHM3aumii, a TaKXKe pPas/iIMyHble MaMATKM,
0630pbl  HOPMATMBHO-NMPABOBOrO PEryiMpPoBaHMA AaHHOW cdepbl U UMHPOPMALMIO O aKTyasibHbIX
MeponpuaTUAX 1 cobbiTUAX B AaHHOW cdepe.

B xopme npoBeaeHua EauHoro ypoka no 6esonacHoct B cetn "MHTepHeT" pekomeHayeTcs
obecneynTb BbINYCK TEMATUYECKOrO BbIMyCKa CpeacTBa MaccoBon WHbopmauum nmbo cepun
ny6avKaumii, cpean KOTOPbIX PacCMOTPETb OpPraHM30BaHHblE MeponpUATUA A1A 0by4Yalowmxcs, ux
poauTeneit (3aKOHHbIX NpeAcTaBUTeNeit) U NeaarorMieckoin obLLecTBeHHOCTH.

OduumanbHblie UHTEpPHET-pecypcbl

ObuweobpasoBaTenibHbIM OpPraHM3aUMAM pPEKOMEHAYeTCA Ha cBoMX oduumanbHbix WHTEpHET-
pecypcax obecneunTb ¢GYHKUMOHMPOBAHME CaMOCTOATENIbHOTO WM ChNeunanmM3snMpoBaHHOrO pasaena
"MHpopmaumoHHasa 6e3onacHocTb", B pamKax KOTOPOro npeAycMOTPETb pPasMeLLeHWe cheaytoLlei
nHpopmaymm:

dopmaT npeacTaBneHUA
maTepuanos

N Paspen/noapasgen CopepkaHue maTepuanos

JlokanbHble
HOPMaTMBHbIE aKTbl B
chepe obecneyeHuns

Konnun gokymeHTOB B
¢dopmate *PDF

PasmelLaloTca KONUKM LOKYMEHTOB, T.€.
CKaHWPOBAHHbIN BapMaHT AOKYMEHTa,
COOTBETCTBYIOLWMI TpeboBaHMAM K

MHPOPMaLMOHHOM napameTpam CKaHUMPOBaHWA.
6e3onacHoCTK PasmelLaloTca LOKYMEHTbI,
obyuatoLmxcs pernameHTUpYIoLLME OpraHn3aumio 1
paboTy C NepcoHabHbIMM AaHHBIMMU,
NAaHbl MEPONpPUATUIA No obecneyeHunto
MHbOpPMaLNOHHOM 6esonacHoCTH
obyualowwmxca u gpyrve.
HopmaTtusHoe Konuu goKkymeHTOB B MybnnKyLOTCS aKTya/bHble CBeAEHUA O

peryavpoBaHue

¢dopmare *PDF

d)ep,epaanblx N PErMoHa/ibHbIX 3aKOHaXx,




nMcbMax OpPraHoB BAACTU U Apyrue
HOPMaTMBHO-MPABOBbIE JOKYMEHTbI,
pernameHTUpytowme obecneyeHme
MHbOpPMaUNOHHOW besonacHoCTH
HecoBepLlUeHHONETHMX. [lonycKkaeTcs
BMECTO KOMW pasmeLy,aTb r’Mnepccbliku
Ha COOTBETCTBYHOLLME LOKYMEHTbI HA
caliTax OpraHoB rocy4apcTBEHHOW BaCTU.

3. Meparornyeckmum TeKcT Ha cTpaHuue caiTa | PasmellatoTca meTogmyeckme
paboTHWMKam Konuu gokymeHTOB B pekoMeH4aunn 1 yKasblBaeTcA
¢dopmare *PDF nHPopMaumA 0 MepPONPUATUAX, MPOEKTAX

M NPOrpammax, Hanpas/ieHHbIX Ha
noBbllleHe MHPOPMALMOHHOW
rPamMOTHOCTU NesarorMyeckmx
pabOoTHMKOB.

4. | Obyyvatowmmes TeKCT Ha cTpaHuLe caliTa | Pasmeltaetca MHPopMaLMOHHaA NamATKa
(npunoskenune N 2) n ykasbiBaeTcs
MHPOPMaLMA O MEPONPUATUAX, NPOEKTAX
M Nporpammax, HanpasaeHHbIX Ha
noBbleHMe NHPOPMALMOHHOM
rPaMOTHOCTU 0ByYatoLLMXCA.

5. |Pogutensm TeKcT Ha cTpaHuLe caiTa | Pasmelnaercs MHGOPMaLMOHHAA NaMATKA
(3aKOHHbIM (npunoxkenue N 3).
npeacTaBuUTeNam)
obyuatowmxca

6. |[eTckune 6e3onacHble | TeKCT Ha CTpaHuLe caliTa | PasmeltaeTca MHpopmaums o

CanThbl pPeKoOMeHAyeMbIX K UCMOb30BaHNIO B
yyebHoOM npouecce 6e30nacHbIx caiTax,
H6aHHepbl 6e30NacHbIX A4ETCKUX CalTOB.

OpraHam, OCYWECTBAAIWMM ynpaBneHve B cdepe o6pasoBaHMA, PEKOMEHAYETCA Ha CBOMX
opuumanbHbix  UHTepHeT-pecypcax  obecneuntb  GYHKLUMOHUPOBAHME  CAMOCTOATENLHOTO MU
cneunanusmMpoBaHHoro pasgena "MHdopmaumoHHas  6e3onacHocTb”, B pamKax KOTOpoOro
npeaycmoTpeTb pasmelleHne cieaytoulein nHbopmaumm:

Mpunoxenne N 1

NAMATKA
ANA OBYYAIOLLUXCA OB UHOOPMALMOHHOM BE3ONMACHOCTU AETEN

HENb3A

1. Bcem nogpagn coobuwatb CBOK 4YacTHYtO MHOpMmauuto (Hactoswme umsa, dammanio, TenedoH,
afpec, Homep LLKOAbI, a TaKKe doTorpadun cBou, CBOe CeEMbMU U Apy3eit);

2. OTKpbIBaTb BNOXKEHHbIE Gait/ibl 3NEKTPOHHOM NOYTbI, KOrAa He 3Haelb OTNpPaBuUTeNs;

3. TpybuTb, NPUANPATLCA, OKA3bIBaTb AaBNEHME - BECTU Ceb HEBEK/IMBO W arpeccuBHO;

4. He pacnopsKaiica geHbramu TBoei cembu 6e3 paspelleHua CTapluimx - BCerda cnpalumsai



poautenen;
5. He BcTpeuvainca ¢ WMHTepHET-3HAKOMbIMU B peanbHOM }KM3HU - MOCOBETYWCA CO B3POC/bIM,
KOTOpOMY foBepseLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaewb o cebe Henpasay B NHTepHeTe - coobwm o6 3Tom cBOMM
poauTenam Uan onekyHam,

2. MpurnawatoT NnepenncbiBaTbCA, UrpaTb, 06MEHMBATLCA - MPOBEPb, HET /I NOABOXA;

3. HesakoHHoOe KonupoBaHue ¢ainos B UHTepHeTe - BOPOBCTBO;

4. Bceraa pacckasblBail B3pOC/ibiM O Npobaemax B CETU - OHW Bcerga nomoryT;

5. Ucnonb3yih HacTpolkn 6e30MacHOCTM M MPUBATHOCTU, YTOObI HE MOTEpPATb CBOM aKKayHTbl B
couceTaxX U Apyrux nopranax.

MOXHO

1. YBaxaW Apyrux nosb3osaTteneu;

2. Monb3yewbcs MHTEPHET-UCTOYHMKOM - AE€Nal CCbINIKY Ha Hero;

3. OTKpbIBal TO/IbKO Te CCbIIKK, B KOTOPbIX YBEPEH;

4, O6waTbCcA 3a MOMOLLbBIO B3POC/NbIM - POAMTENN, ONEKYHbl U agMUHUCTPALMA CalToOB BCerga
NOMOryT;

5. Mpoinan obyyeHune Ha canTe "CeTeBMYOK" 1 NOMYYM NAcnopT UMdPOBOro rpaxkaaHuHal

MpunoxkeHue N 2

UHOPOPMALMUOHHAA NAMATKA
ONA OBYHAIOWKNXCA ANA PASMELLEHNA
HA O®PULIMANTbHBIX UHTEPHET-PECYPCAX

C KaxkgblMm rogom mMo/soaexKun B MHTEPHETE CTAHOBUTbLCA 6onbme, a WKOZIbHUKKN OOHU N3 CaMblIX
aKTUBHbIX NO/Nb30BaTenen PyHeTa. Mexagy Tem, NOMMMO OFpPOMHON0 KO/AMYecCTBa BO3MOHOCTEN,
MHTEPHET HECET U I'IpO6/'IeMbI. OTa namATKa A0AXKHA NOMOYb Tebe besonacHo HaXo4uUTbCA B CETU.

KomnbloTepHble BUpYCbI

KomnbloTEpPHbIA BUPYC - 3TO pPasHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrPaMm, OTAMYUTENLHOW
0COBEHHOCTbIO KOTOPOI ABNAETCA CNOCOBHOCTb K Pa3MHOMKEHMI0. B 4ONONAHEHWE K 3TOMY, BUPYCbl MOTYT
noBpeauTb WAM NONHOCTBIO YHUUTOXWUTL BCe daiinbl U AaHHble, NOAKOHTPOJIbHbIE MO/b30BaTENIO, OT
MMEHW KOTOPOoro Bbina 3anylueHa 3apaskeHHas NPorpamma, a Takxe NOoBPeanTb UK AaXKe YHUUTOXUTb
ONepaLMoHHYIO cucTemy co Bcemu daiinamu B LeAoM. B GONbLUIMHCTBE CAydYaeB PacrnpoCTPaHATCA
BMPYCbl Yepes MHTEepPHET.

MeToap! 3aWnTbl OT BPEAOHOCHbLIX MPOrpPamm:

1. Ucnonb3yii coBpeMeHHble ONepPaLMOHHbIE CUCTEMBI, UMEIOLLME CePbe3HbIM YPOBEHb 3aLUTbI OT
BPELOHOCHBIX NPOrpamm;

2. TOCTOSIHHO ycTaHaBAMBai nNayTM  (UMopoBble 3annaTKM, KOTOpble aBTOMAaTUYECKM
YCTaHaB/IMBAIOTCA C Lenblo A0paboTKM nporpammbl) M apyrve obHOBNEHMSA CBOEW OnepauMoHHOMN
cuctembl. CKaumBai MX TOMIbKO C odMUManbHOro caita paspabotumka OC. Ecnv cywecTByeT perkum
aBTOMAaTUYECKOro 06HOBAEHMSA, BK/IOUYN €ro;

3. PaboTait Ha cBoemM KomMbloTepe nog, npaBamMu MNo/b30BaTens, a He agMMHUCTPaTopa. ITO He
No3BOAUT 6OAbLUMHCTBY BPEAOHOCHbLIX MNPOrPamMM WHCTaN/IMPOBATbCA Ha TBOEM MNEPCOHasIbHOM
KOMNblOTepE;

4, WNcnonb3y aHTMBUPYCHble MNPOrpaMMHble MPOAYKTbl M3BECTHbIX MpPOU3BOAUTENEN, C



aBTOMAaTM4YecKMm obHoBneHnem 6a3s;

5. OrpaHunyb GU3NYECKUIA AOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX /INLL;

6. Ucnonb3yih BHelWHWe HocuTenn WHbopMaunKM, TakMe KaK daewka, AUCK uam dann us
WHTEpPHETa, TO/IbKO M3 NPOBEPEHHbBIX MCTOYHMKOB;

7. He OTKpbiBail KOMMblOTEPHblE Galbl, NONYYEHHbIE U3 HEHALEXHbIX UCTOYHWMKOB. [arke Te
daiinbl, KOTopble NPUCAAN TBON 3HAKOMbIN. JTyyLie yTOYHW y HEro, OTNPaBAAA N OH Tebe ux.

Cetun WI-FI

Wi-Fi - aTo He BMA, nepedayun AaHHbIX, HE TEXHOI0MMA, a BCero nub bpeHa, mapKa. Ewe B8 1991
rogy HuaepnaHAackaa KomnaHua 3apeructpuposana 6perHg "WECA", yto o603Hayano croBocoyeTaHme
"Wireless Fidelity", koTopbili nepeBoanTCS Kak "becnpoBogHas TOYHOCTL'.

[o Hawero BpemeHu gowna apyras abbpesnaTtypa, KoTopas ABAAETCA TaKOM Ke TexHoNornemn. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe 6bIJI0 4@HO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOW TEXHUKM
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKasA TOYHOCTL".

[a, 6ecnnaTHblt WHTEepHET-ZOCTYN B Kade, OTenAx W aspornopTax ABAAETCA OTAMYHOMU
BO3MOMHOCTbIO BbIXOZa B MHTEPHET. HO MHOrMe 3KCnepTbl CUMTAOT, YTo 0bweaocTynHole Wi-Fi ceTn He
ABNsAtoTCA 6e30MacHbIMM.

CoBeTbl No 6e3onacHocTM paboTbl B 06weaocTynHbix cetax Wi-fi:

1. He nepenaBali cBotO IMUHYIO MHbOpMaLMio Yepes obweaoctynHblie Wi-Fi cetn. PaboTtan B Hux,
enaTesibHO He BBOAMTb Mapo/ivM AOCTYNa, JIOTUHbI U KaKne-To Homepa;

2. WUcnonb3yih M OOHOBAAK aHTUBUPYCHbIE nporpammbl M bpaHgmayep. Tem cambiMm Tbl
obe3onacuilb cebs OT 3aKauykuM BUpYyCca Ha TBOE YCTPOMCTBO;

3. MNpun ucnonbzosaHum Wi-Fi oTkatoum dyHrumio "O6wmin goctyn K daitnam u npuHTepam'.
[daHHana ¢yHKUMA 3aKpbiTa MO YMOMYaHMIO, O4HAKO HEKOTOpble MO/b30BaTe/Nn aKTUBUPYHOT ee ans
yAo06CTBa Mcno/ib30BaHUA B paboTte unum yyebe;

4. He ucnonbsyit nybamyHbin WI-FI gns nepepayun AnYHbIX AaHHbIX, Hanpumep 415 BbIXxo4a B
coumanbHble CETU UK B 3/TIEKTPOHHYIO NOYTY;

5. Mcnonb3yi ToNbKO 3almuleHHoe coeauHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
aapeca sBoan umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAouM ¢dyHKuuio "MoakntoveHne K Wi-Fi aBTomaTuueckun". He
OOMyCKait aBTOMaTUYeCKOro NogKNtoueHus ycTpoinctsa K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CouManbHble CETU aKTUBHO BXOAAT B HalWy XXW3Hb, MHOrMe Ml0AM pPaboTalOT M KUBYT Tam
NOCTOAHHO, a B Facebook yrke 3apernctpupoBaH MnaIMapa YenoBek, YTo ABASETCS O4HOMN ceabMoi BCex
KuTtenen nnaHetbl. MHOrMe nonb3oBaTeNM He MOHUMAIOT, YTO MHPOPMALMA, pasMelleHHad UMK B
COUMANbHbIX CETAX, MOXET OblTb HallAEHa U UCNOJIb30BaHA KEM YrogHO, B TOM YMcae He 065A3aTeNbHO €
61arMmm HamepeHUAMU.

OcHOoBHble coBeTbl N0 6e30MacHOCTM B COUMANbHBIX CETAX:

1. OrpaHuyb cnucoKk apysei. Y 1eba B Apy3bAX He AO/KHO ObiTb CAYYAMHbIX M HE3HAKOMbIX
nogen;

2. 3awmwan cBok YacTHYH XM3Hb. He yKasbiBail naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA W APYrY JWYHYO  WMHPOpMaLMO. 310YMBIWAEHHUKM  MOFYT UCMOAb30BaTh AaKe
MHPOPMALMIO O TOM, KaK Tbl U TBOM POANUTENU NAAHUPYETE NPOBECTU KAaHUKYbI;

3. 3awmwar cBOO penyTaumio - epKM ee B YNCTOTe M 3aaaBait cebe Bonpoc: xoten bbl Tbl, YTOOBI
Apyrve Nonb30BaTeNu BUAENW, YTO Tbl 3arpyaewb? Moaymai, npexae 4yem 4YTo-TO ONy6AMKOBATD,
HanmcaTb W 3arpysuTb;

4. Ecan Tbl FOBOPULb C JIOABMM, KOTOPbIX HE 3HAElb, HEe WUCNONb3ylA CBOE peasbHOe UMA U
OPYTYI0 IMYHY0 MHOOPMALMU: UMA, MECTO KUTEbCTBA, MECTO y4ebbl 1 NpPoYeE;

5. U3berain pasmeweHua ¢otorpaduin B NHTepHeTe, rae Tbl M306parKeH Ha MECTHOCTM, MO
KOTOPOW MOKHO OnpesennTb TBOE MECTOMNONOXKEHUE;

6. MNpu perucTpaumm B COLMANBbHON CETU HEObXOAMMO UCMOJIb30BaTb C/OXHbIE MNApPOM,



cocToswme 13 6YKB M UMPP 1 C KOANYECTBOM 3HAKOB He meHee §;

7. Ona coumanbHOM ceTu, NodTbl M APYrMX CanToB HEOBXOAMMO MCMO/b30BaTb pPasHbie Maposu.
Toraa ecnv Te6a B3/10MatOT, TO 3/10YMbILWAEHHUKM NOAYYaT AOCTYN TOMbKO K 0AHOMY MECTy, a He BO Bce
cpasy.

ONEeKTPOHHbIE AeHbrn

INEKTPOHHbIE AEHbIM - 3TO OYeHb YA0DOHbIV cnocob naaterkei, 04HAKO CYLLECTBYHOT MOLLUEHHUKMU,
KOTOpble XOTAT NONY4YNUTb 3TU AEeHblrN.

3ﬂEKTpOHHbIe AeHbrm noasuinCb coscem HedaBHO U UMMEHHO W3-3a 3TOMO BO MHOIMMX
rocygapcrBax 40 CUX MOpP He NPONMCaHO NPO HMX B 3aKOHaXx.

B Poccun e OHM GYHKUMOHMPYIOT M O HUX YXKe MPOMMCAHO B 3aKOHe, rae Mx pasfenstoT Ha
HECKOJ/IbKO BMAOB - aHOHUMHbIE U HE aHOHWMHbIe. PasHMUa B TOM, YTO aHOHMMHbIE - 3TO TE, B KOTOPbIX
pa3pellaeTcs NpPoBOAMUTbL onepauuu 6e3 wuaeHTUPUKaAUMM Nosb30BaTeNss, a B HEaHOHMMHbIX
naeHTMdMKaLma nob3osaTenn asafaeTca 0b6s3artelbHOMN.

TakKe cneayeT pasnyaTh 3/IEKTPOHHbIE PUATHbIe AeHbIM (PaBHbl rOCYAapPCTBEHHbLIM BaatoTam) m
3/1IEKTPOHHbIE HedUaTHble AeHbrM (He paBHbI FOCYAapPCTBEHHbIM BatoTam).

OcHoBHble coBeTbl No 6e3onacHoi paboTe € 3N1eKTPOHHbIMU AEHbIAMM:

1. MpuBAXKM K cHETY MOBUNBHbIN TenedoH. ITo cambiii yA06HbIN 1 BbICTPbIA cNOCO6 BOCCTaHOBUTL
AocTyn K cyety. MpuBs3aHHbIV TenedoH MOMOMXKET, eciiv 3abyaelb CBOW NAATEXHbIM Napoab WUAU
3aliAellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yin ogHopasoBble naponu. MNocne nepexosa Ha YCUEHHYO aBTopu3aumio Tebe yxKe He
6y[eT yrposKaTb ONacHOCTb KPaXku WM nepexsaTa naaTexKHoro napos;

3. Bbibepun cnoXHbIM naposb. [MpecTynHMkam OyaeT He NpocTo yragaTb CAOXHbIA MNaposib.
HazexHble Napoau - 3To Napo/in, KOTopble CoAepKaT He meHee 8 3HAKOB U BKAKOYAIOT B cebs CTpoUHble
M nponucHble O6yKBbl, UWPPbl U HECKOJSIbKO CMMBOJIOB, TaKMe KaK 3HaK Jonnapa, OyHTa,
BOCKAMLIATE/IbHBIN 3HAK 1 T.M. Hanpumep, StROng!;;

4. He BBOAM CBOM /INYHbIE AaHHbIe Ha CalTax, KOTOPbIM He AoBepaeLlb.

INeKTPOHHAA noyTta

JNEeKTPOHHAA noyTa - 3TO TEXHO/OTMA W NPefoCTaBAfEMble €l YCAYrM MO Mepecblike WU
NOJIYYEHUIO 3NEKTPOHHbIX COOBLLEHMIA, KOTOpble pPAcnpenensatoTcs B KOMMbOTepPHON ceTu. OBblYHO
3NEKTPOHHbIA MOYTOBBIM AWMK BbIFIAAUT cregylowmm obpasom: MMA_MNoIb30BaTeNs@MMA_AO0MEHa.
TaK)Ke Kpome nepesaymn NpoCcToro TEKCTa, MMEETCA BO3MOXKHOCTb NepeaaBaTtb ¢albl.

OcHoBHble coBeTbl No 6e3onacHoi paboTe ¢ 3N1EKTPOHHOW NOYTOM:

1. Hapgo BblOpaTb MNpPaBW/IbHbLIMA NOYTOBLIA CepBUC. B MHTEpHETe ecTb OrpomHbIi BblGOp
6ecnnaTHbIX MOYTOBbIX CEPBUCOB, OAHAKO Nyylle A0BEPATb TEM, KOrO 3HAELLb M KTO NEPBbIi B PENTUHTE;

2. He vyKasbiBall B /MYHOM nouTe AMYHYyO WHPopmaumto. Hanpumep, nydwe BblGpaTh
"My3blKanbHbIM_paHaT@" nnu "pok2013" smecto "temall";

3. Ucnonb3yi AByx3TanHyl0 aBTOpM3aumio. 3TO Korga NOMMMO Mapo/a HYXHO BBOAUTb Kog,
npucbliaemblin no SMS;

4. Bblbepn CNOXHbIN Naponb. [NA KaxKAoro NOYTOBOrO ALMKA AOJXKEeH OblTb CBOW HageXHbIN,
YCTOMYMBBLIM K B3/IOMY Napoib;

5. Ecnv ecTb BO3MOXKHOCTb HAaNnMcaTb CaMOMY CBOWM IMYHbIN BONPOC, UCMNO/Ib3YIM 3Ty BO3SMOXHOCTb;

6. Nicnonb3yii HECKONIbKO MOYTOBbIX ALWMKOB. MMepBblit A8 YacTHON Mepenncku C agpecatamm,
KOTOPbIM Tbl AOBepsielb. JTO 3/EKTPOHHbIA afpec He Hafo WMCNO/b30BaTb MPWU PErucTpauuu Ha
dopymax u canTtax;

7. He oTKkpbIBai ¢aiinbl U Apyrve BAOXKEHUA B MUCbMaX, [aXKe eCAN OHW NPULLIM OT TBOUX APY3eN.
Jlydlwe yTo4HM Y HUX, OTNPABAAAM NN OHU Tebe 3Tu dalinbl;

8. Mocne oKoH4YaHMA PaboTbl Ha NMOYTOBOM CEpPBUCE Nepes 3aKPbITUEM BKI3LAKW C CAaWTOM He
3abyab HaxaTb Ha "BbiATK".

Kn6epbynnuHr unm sBuptyanbHoe U3aeBaTeNbCTBO



KnbepbynnuHr - npecnefoBaHWe COOOLEHUAMM, COAEPKAWMMM OcKopbsieHus, arpeccuto,
3anyrmBaHue; XyJNraHCTBO; coumanbHoe BOMKOTUPOBAHUE C MOMOLLbIO PA3/INYHbIX MUHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 Hopbbe ¢ KnbepbynnmHrom:

1. He 6pocaiica B 60M4. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebsa BECTU U, EC/IN HET TOTO, K KOMY
MOXHO 06paTnTbCA, TO BHa4yase YCNOKOWUTbCA. EcnM Tbl HayHewb OTBeYaTb OCKOPOAEHUAMM HaA
0CKOop6/1eHMA, TO TONbKO elle 6o/blie Pa3oXkKKellb KOHPNKT,;

2. YnpaBnsan cBoel Knbeppenyrtauuei;

3. AHOHMMHOCTb B ceT MHMMaA. CyLLecTBYOT CNocobbl BbIACHUTb, KTO CTOWUT 3@ aHOHWUMHbIM
aKKayHTOM;

4. He cTOMT BECTM Xy/AUTAHCKUI 06pas BUPTYyanbHOWN KU3HW. UNHTepHeT PUKCUMpyeT Bce TBOU
OENCTBUS U COXPaHAET UX. YAanutb nx byaet KpaliHe 3aTpyAHUTENbHO;

5. Cobntogait cBOIO BUPTYasIbHYIO YECTb CMOOAY;

6. WrHopupyh eauHW4HbIM HeratuB. OaHOpas3oBble OCKOpbUTesibHble COOBLWEHUs nydle
nrHopmpoBatb. OBbIYHO arpeccus NpeKpaLLaeTca Ha Haya/ibHOM cTaauuy;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMWU COOBLLEHUAMM, B COLMANbHbLIX CETAX
€CTb BO3MOHOCTb 6JIOKMPOBKU OTMNPABKMU COOBLLEHWNI C onpeaeneHHbIX aapecos;

8. Ecan Tbl cBMaeTenb KubepbynnuHra. TBou AeNCTBUA: BbICTYNUTb MPOTUB NpecienoBaTens,
rnokasaTb emy, YTO ero AeWCTBUS OLEHMBAKOTCA HEraTMBHO, MOAAEep!KaTb KEPTBY, KOTOPOM HYy)KHa
NCUX0I0rMYecKan NomMoLLb, COOBLLUTL B3POCAbIM O GpaKTe arpeccMBHOIO NoBeAeHUs B CETU.

MobunbHblii TenedpoH

CoBpemeHHble cMapTdOoHbl M MIaHLWeETbl cogeprKaT B cebe BnosHe B3pPOC/bli GYHKLUMOHAM, U
Ternepb OHW MOTYT KOHKYPUPOBATb CO CTAaLMOHAPHLIMW KomnbloTepamu. OgHaKo, CpeacTB 3aWwmTbl 44
NoAo6HbIX YCTPOMCTB MOKa 04eHb Masio. TeCTUpOBaHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOAMNT He TaK
WMHTEHCUBHO, Kak ana MK, To ke camoe KacaeTcs U MOBUNbHbIX MPUNOMNKEHWIA.

CoBpemMeHHble MObUbHbIE Bpay3epbl y¥Ke NPaKTUYECKU AO0rHAAN HaCTO/IbHble aHaNorM, O4HaKo
pacwmpeHne GpyHKLMOHANa BAeYeT 32 cob60i 60/bLIYIO CIOXKHOCTb M MEHbLLYIO 3aLLMLLEHHOCTD.

[Janeko He Bce NpPOM3BOAUTENIM BbIMYCKAOT OOHOBAEHMA, 3aKPbiBaloOWME KpUTUYECKUE
YA3BMMOCTU A/19 CBOMX YCTPOMCTB.

OcHoBHble coBeTbl A1a 6e30nacHOCTM MobUAbHOro TenedpoHa:

Huyero He nABnsetca no-Hactoslwemy 6ecnnaTHbiM. byab OCTOpoXeH, BeAb Koraa Tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT BbITb CKPbITbl KaKMe-To NaaTHbIe YCAYru;

Odymaii, npexae yem otnpasuTb SMS, ¢oTo MaM BuAaeo. Tbl TOYHO 3Haellb, rae OHW ByayT B
KOHEYHOM utore?

HeobxoanMmo 06HOBAATL ONepPaLMOHHYIO CUCTEMY TBOETo CMapTdOoHa;

Mcnonb3yit aHTUBUPYCHbIE NPOrpaMmmbl 414 MOBUIbHbIX TenepoHoB;

He 3arpyxalh nNpuUIoOMKeHWs OT HEeW3BEeCTHOr0 MWCTOYHMKA, Bedb OHM MOryT CcoAepyKaTb
BpeAoHOCHOe nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BbliiZewWb C CaliTa, rae BBOAW /IMUYHYIO MHGOPMALMIO, 3aiMaM B HACTPOMKM
6paysepa v yganu cookies;

Mepuoanyeckm NpoBepaAn, Kakue naaTHble YCAYrM akTUBUPOBaHbI Ha TBOEM HOMEPE;

[aBali cBoOli HOmep MobuAbHOro TenedoHa TONLKO NIOAAM, KOTOPbIX Tbl 3Haelb U KOMy
nosepsellb;

Bluetooth ponkeH ObiTb BbIKAOYEH, KOrga Tbl MM He nonb3yewbca. He 3abbiBalh MHoOrga
npoBepATb 3T0.

Online urpobl

CoBpemeHHble OHMANH-UIPbl - 3TO KPacoYHble, 3axXBaTbiBalolWMe pa3BaeYeHnn, obbeamHaWwme
COTHM TbICAY YENOBEK N0 BCEMY MUPY. MrpoKM UCCNeaytoT AaHHbIA MM MUp, obLiatoTca Apyr C APYrom,
BbIMNOMHAIOT 33a4aHWUA, CPaXKaloTCA C MOHCTPAMWM WM MNOJYYaloT OMbiT. 33 YAOBONLCTBME OHM MAATAT:
NOKYNatoT AMCK, OMNIaYnBaloT abOHEMEHT MAM NPMOBPETAIOT KaKne-To onumu.



Bce 3TM cpeacTBa MAyT Ha NoafeprkaHUe U pasBUMTUE UrPbl, a TaKXKe Ha camy 6e30nacHOCTb:
COBEpPLUEHCTBYIOTCA CUCTEMbl aBTOpPM3aLMK, BbIMYCKalOTCA HOBble NatyM (UndpoBblie 3annaTku Ans
nporpamm), 3aKpbiBatoTCA Y3BUMOCTU CEPBEPOB.

B nomob6HbIX Mrpax CTOMT onacaTbCA HEe CTOJIbKO CBOMX COMEPHUKOB, CKONIbKO KpPaXKM TBOEro
naposs, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPMU3aLMM BOJIbLUMHCTBA UTP.

OcHoBHble coBeTbl N0 6€30MNacHOCTM TBOErO MIPOBOTrO aKKayHTa:

1. Echm apyron urpok BegeT ceba naoxo uMan cosgaeTt Tebe HenpuATHOCTWU, 3ab/IOKMpPYN ero B
CMUCKe UTPOKOB;

2. lMoxanymcs agMUHUCTpATOPaM Wrpbl Ha MJIOXOe MNOBeAeHME 3TOT0 MIPOKa, KenaTelbHo
NPUIOXKUTb KaKMe-TO A0Ka3aTeIbCTBa B BUAE CKPUHOB;

3. He yKasbliBaW NMYHYyI0 MHbOPMaUUto B Npodanne urpbl;

4. YBaxkall Apyrnx y4acTHUKOB MO UrpE;

5. He ycTaHaBAuBali HeopuLuManbHble NaTyn U MOAbI;

6. Micnonb3yit cNoXKHbIE 1 pasHbie Naponu;

7. Oaxke BO Bpems Urpbl He CTOUT OTK/AOYaTb aHTMBMpPYC. MoKa Tbl MUrpaelb, TBOM KOMMbIOTEP
MOTYT 3apasuThb.

OUWKHT an KpaXa JINYHbIX AdHHbIX

O6blyHOW KpaKkel OeHer M OOKYMEHTOB CErogHs yMe HWMKOro He yAMBULb, HO C PasBUTMEM
WHTEPHET-TEXHO/IOTUA 3/I0YMbILINIEHHUKU MEePEeMECTUINCE B UHTEPHET, U MPOAO/IKAKT 3aHMMATbCA
"nobumbim" genom.

TaK nosBmMaacb HOBAs Yyrpo3a: UHTEPHET-MOLLIEHHMYECTBA UAM GULLMHT, TNaBHasA LElb KOTOPOro
COCTOUT B MNOJYY4EHUN KOHPUAEHUMANbHbLIX AaHHbIX MOJib30BaTesNell - JIOTMHOB M naponei. Ha
aHrIMIACKOM fA3bike phishing unTaeTtca kak ¢uwmHr (ot fishing - pbibHaa nosns, password - Naposb).

OcHoBHble coBeTbl No 6opbbe ¢ pUwnHrom:

1. Chean 3a cBoMM akKayHTOM. Ecam Tbl nogo3peBaelb, YTO TBOS aHKeTa bbiia B3/JiomMaHa, TO
HeobxoaMmo 3ab610KMPOBaATL €e U COOBLLNTL aAMUHMUCTPATOPaM pecypca 06 3TOM KaK MOXKHO CKopee;

2. Ucnonb3yii besonacHble Beb6-caliTbl, B TOM YNC/IE, UHTEPHET-MarasuHoOB 1 MOUCKOBbIX CUCTEM;

3. Wcnonb3yit cnoxHble M pasHble naponau. Takum obpasom, ecan Teba B3OMalT, TO
3/10YMbILUNEHHUKM NOYYaT AOCTYN TONbKO K 0AHOMY TBOeMy NPod U0 B CETH, a HE KO BCEM;

4, Ecnn Tebs B3nomanu, To HeobxoAMmO NpeaynpeauTb BCEX CBOWMX 3HAKOMbIX, KOTopble
AobaBneHbl y TebA B Apy3bsAX, O TOM, YTO Tebs B3/IOManM M, BO3MOXKHO, OT TBOEro MMeHu byaet
paccblnaTbhcA CNam U CCbIIKU Ha GULLIMHTOBbIE CalATbI;

5. YcTaHoBM HageKHbI naposb (PIN) Ha MoBUNbHBIN TenedoH;

6. OTK/IlOYM coXpaHeHMe NapoA B bpaysepe;

7. He oTKpbIBait painibl M gpyrve BAOXKEHUA B MUCbMaX, AaXKEe €CAN OHM NPULLAKN OT TBOUX ApY3ei.
Jlydwe yTOUYHM Yy HMX, OTNPABAAAN AN OHW Tebe 3Tn daiinbl.

LUudposana penyrauus

UudpoBana penytauma - 3TO HeratMBHas MAM NO3UTMBHas uHopmauma B ceTu o Tebe.
KomnpomeTupylowan WHPoOpMaums, pasmelleHHas B WHTepHeTe, MOXEeT cepbesHbiM 06pasom
OTpa3suTbC Ha TBOEN peanbHOW Xu3HU. "Uudposas penyTtauma" - 3TO TBOM MMWUAOXK, KOTOpPbIA
dopmumpyeTca us nHpopmaLmm o Tebe B UHTEpHETE.

TBOE MECTO KWUTenbCTBa, yyebbl, TBOe (MHAHCOBOE MOJIOXKEHMEe, OCOBEHHOCTU XapaKTepa U
paccKasbl 0 6/IM3KKX - BCe 3TO HaKaN/MBAETCA B CETU.

MHorve noapoOCTKM JIETKOMBIC/IEHHO OTHOCATCA K Ny6/AMKauMM  NUMYHOW  WHPOpMauun B
WHTepHeTe, He MOHMMas BO3MOKHbIX NOCAeACTBUM. Tbl Aa)Ke He CMOXKEelWb A0rajatbCsi O TOM, YTO
doTorpadun, pasmelleHHasa 5 neT Hasagd, cTana NPUUYNHOI OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelieHne TBoux poTtorpaduiti U apyrme AeNCTBUMA MOTYT HE UCYE3HYTb AaxKe
nocae TOro, Kak Tbl UX yAanullb. Tbl HE 3Haelb, KTO COXpPaHUA 3Ty MHbOpMmaLMio, Nonana M OHa B
NMOMCKOBbIE CUCTEMbI M COXPaHWNACb NN OHA, a FMaBHOE: YTO NOoAYMaloT O Tebe OKpyKalolme Nau,
KOTOpble HalAayT 1 yBUAAT 3T0. HaliTM MHPOPMALMIO MHOTO /IET CMYCTA CMOXKET Nt060 - KaK U3 f06pbIX



NnobyXaeHW, TaK U C HAMEPEHUEM MPUUUHUTL Bpea. ITO MOXKET BbITb KTO YroAHO.

OcHoBHble COBETbI N0 3alUnUTe LNMbPOBON penyTauumu:

1. Moaymaii, npexae 4yem 4To-TOo NyO6AMKOBATb U nNepenasaTb y cebs B 610re nam B coumanbHoOM
ceTtu;

2. B HacTpoikax npo¢una yCTaHOBM OrpaHUYEHMA Ha MNPOCMOTP TBOero npoduna u ero
COAEPKUMOro, cAenai ero To/bko "ana apysein”;

3. He pasmewan n He yKasbiBalh MHPOPMALMIO, KOTOPAa MOXKET KOro-imbo ocKopbaaTb wman
obuartb.

ABTOpCKOE nNpaso

CoBpemMeHHble WKOJIbHUKU - aKTUBHbIE MN0Ab30BaTeNM UMPPOBOro npocTpaHcTea. OgHaKo AaneKko
He BCe 3HaloT, YTO MO/Ib30BaHME MHOTMMK BO3MOMKHOCTAMU UMbpPOBOro mupa Tpebyer cobniogeHmn
npaB Ha UHTENeKTYabHYI COBCTBEHHOCTb.

TepmuH "MHTENNEKTYyaNbHaA COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMyHbIM TBOPEHUAM YeN0BEYECKOro
YMa, HauMHasA ¢ HOBbIX M306peTeHunIt U 3HaKoB, 0603HavaloWMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTU, U
3aKaHuYMBasA KHMUramu, potorpadpuamm, KUHOGUAbMAMU N MY3bIKabHbIMW NPOU3BEAEHUAMN.

ABTOPCKMe MpaBa - 3TO MNpaBa Ha MHTEANEKTyaNnbHY COBCTBEHHOCTb Ha MPOM3BEAEHUA HayKMu,
NuUTepatypbl M UCKyccTBa. ABTOpPCKME npaBa BbICTYNalOT B KayecTBe rapaHTMM TOro, 4To
WHTENNeKTYabHbI/TBOPYECKUI Tpya aBTopa He 6yaeT HanpacHbiM, AacT emy cnpasea/ivBble
BO3MOXHOCTM 3apaboTaTb Ha pe3y/ibTaTax CBOEro Tpyaa, NoJiyYnTb U3BECTHOCTb U NpusHaHue. HUKTo
6e3 paspelleHUs aBTopa He MOKET BOCMPOM3BOANUTb €ro NpousBedeHne, PacnpocTpaHATb, NybanyHo
OEMOHCTPUPOoBaTb, NpoAaBaTb, MMMOPTUPOBATb, MNycKaTb B MPOKaT, MybAMYHO WCMONHATH,
MOKasblBaTb/UCMONHATL B 3dUpe an pasmeLllatb B MHTepHeTe.

Ncnonb3oBaHMe "nupaTckoro" NporpaMmHoOro obecneyeHmns MOXKeT NPUBECTU K MHOTUM PUCKaM:
OT MoTepu AaHHbIX K TBOMM aKKayHTamM 40 O/0KMPOBKM TBOEro YCTPOWCTBa, rAe YCTaHOBJeHa
HenerasbHaa nporpamma. He cTouT TakXke 3abblBaTb, YTO CYL,ECTBYIOT ferasnbHble W 6ecnnaTtHble
NPOrpammbl, KOTOPbIE MOYKHO HANTK B CETHU.

O noprane

CETEBVILIOK.pd) - TBOM [/1aBHbIN COBETYMK B CETU. 34ecb Tbl MOXKeLWb Y3HaTb O 6e30nacHOCTU B CETU
NMOHATHbIM U AOCTYNHbIM A3blKOM, a Npn BO3HUKHOBEHUU KpMTMLIeCKOVI CnTyaumnun O6paTMTbCﬂ 3a
coBeTOM. A TaKXe MPUHATb y4acTMe B KOHKypCcax U CTaTb CamMbiM Ll,M(I)pOBbIM Fpa)Kp,aHMHOM!

MpunorkeHune N 3
NAMATKA ANA POOAUTENENA Ob UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpegeneHne TepmuHa "MHbOpPMaUMoHHas besonacHocTb aeten" copepkutca B PegepanbHom
3akoHe N 436-P3 "O 3awmute geteit oT MHGOPMaLMK, NPUUNHSIOWEN Bpes UX 340POBbI0 U Pas3BuTmo",
PerynnmpyoLmm OTHOLLEHWA, CBA3AHHbIE C 3alUMTON AeTell OT MHPOPMALMKN, NPUYMHAIOWEN Bpes UX
340p0BbI0 U (MAK) passuTuio. CornacHo AaHHOMY 3aKOHy "MHbopMaumoHHasa 6e3onacHocTb aeTei” -
3TO COCTOfIHME 3alUMLLEHHOCTW, MNPU KOTOPOM OTCYTCTBYET PMUCK, CBA3AHHbIA C MPUYUHEHMEM
HopMauuel Bpeaa Ux 340p0Bbio U (Man) GU3nYecKomy, NCUXUYECKOMY, AYXOBHOMY, HPABCTBEHHOMY
pasBuUTUIO.

B cuny depepanbHoro 3akoHa N 436-d3 nHpopmaumein, NpUUnHAIOLLEN Bpea 340P0BbIO U (1K)
pa3BUTUIO AETEN, ABNAETCA:

1. Hbopmauums, 3anpeLLeHHasn ANA PacnpPoCTpPaHeHUa cpeamn oeTen;

2. WHpopmauma, pPacnpPoCTpPaHEHWE KOTOPOM OrpaHUYeHO cpean g[eteld onpeseneHHbIX
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BO3PACTHbIX KaTeropum.

3. K uHpopmaLmm, 3anpeLieHHon Ansa pacnpocTpaHeHus cpeam AeTei, OTHOCUTCA:

4. nHdopmaumsa, nobyxaatowas AeTeit K CoBepLIeHU0 AeNCTBUN, NPeacTaBAAoOWMX Yrpo3y UX
KU3HU U (M) 340POBBIO, B T.4. MPUYMHEHMIO Bpesa CBOEMY 340P0Bb0, CaMoybuincTay;

5. cNocobHOCTb BbI3BaTb Y AeTel KenaHue ynotTpebuTtb HapKoTMYeCKMe CpeacTBa, NCUXOTPOMHbIe
n (wan) oaypmaHuBalowme BellecTBa, TabauyHble W34ENMA, aNKOTOJIbHYIO U CNMPTOCOAEPMKALLYIO
NpPoAYKLMIO, NUBO M HANWUTKMK, U3rOTaB/IMBaeMble Ha €ro OCHOBE; MPMHATb yYacTUe B a3apTHbIX Urpax,
3aHMMaTbCA NPOCTUTYLMEN, BPOASIKHUYECTBOM U/IM MOMNPOLLAAHNYECTBOM;

6. 060CHOBbIBalOLWAA UAX ONpaBAblBatoLlana AONYCTUMOCTb Hacuama u (Mnn) XectoKoctn Anbo
noby:KaatoLLas ocyLWwecTBAATb HACU/IbCTBEHHbIE AeMCTBMA MO OTHOLLEHWMIO K JIIOLAM U XKUBOTHbIM;

7. oTpuuatowan ceMeliHble LEHHOCTM U GopMMPYIOLLAA HEYBAXKEHME K poguTensam 1 (uam) gpyrum
ysieHaM cembi;

8. onpaBAplBatoLLan NPOTUBONPABHOE NOBEAEHME;

9. coaeprkallias HeleH3ypHYo 6paHb;

10. cogep:kawan MHpopmaLmio NopHorpadmyYeckoro xapaKkrepa.

K nHdpopmaumm, pacnpocTpaHeHne KOTOPON OrpaHNUYeHo cpeau AeTer onpeaeneHHOro Bo3pacra,
OTHOCUTCA:

1. vHpopmauma, NpeacTaBiaemas B BUAE U306parkeHUa UAN ONUCaHMA KeCTOKOCTU, GU3UYECKOTO
N (MNM) NCUXMYECKOTO HACUAUSA, NPECTYNNEHUSA UM MHOTO aHTMOBLWECTBEHHOIO AEACTBUSA;

2. BbI3blBalOLWAA Y AETEN CTPaX, yXKac UAM NAHUKY, B T.4. NpeacTaBnsemMas B BUAe U30b6parkeHus
WIM OMWUCAHWA B YHUKAlOWEN YesnoBeyeckoe [AOCTOMHCTBO (popme HEHACUIbCTBEHHON CMepTH,
3aboneBaHnA, CaMmoybuiicTBa, HECYACTHOTO CAy4as, aBapym UK KaTacTpodbl U (MK) UX NOCNeaCcTBUNA;

3. npeAacTaBnseman B BUAE U306paXKeHUA MU ONMUCAHMA MOJIOBbLIX OTHOLLEHUI MeXAY MYMKUNHOW
N KEHLMHOW;

4. copepKallan 6paHHbIe CN0Ba M BbiPaXKeHUA, He OTHOCALLMECA K HELLeH3ypHOMN BpaHu.

C yuyetom 3TOro Bam npeanaratorca npaBuna pabotbl B ceTM MHTepHeT AnA pas/iMyHbIX
BO3PACTHbIX KaTeropuii, cobatogeHmMe KoTopbix NO3BOAUT obecneyntb MHPOPMALMOHHYIO 6e30nacHOCTb
BaLLMX AeTeln.

O6wue npaBuaa ana pogurtenei

1. HesaBucumo oT Bo3pacTa pebeHKa MCNOAb3ylTe nNporpammHoe obecrnedyeHve, Nomoratollee
dUNbTPOBaTb M KOHTPOAMPOBaATb MHOOPMALMIO, HO He nosfaraTecb MNOMHOCTbIO Ha Hero. Bawe
BHUMaHWeE K pebeHKy - IaBHbI MeTo, 3aLLMTbI.

2. Ecnm Baw pebeHOK MMeeT aKKayHT Ha OAHOM W3 couManbHbiX cepsBucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENbHO MW3yu4uTe, Kakylo WHOOPMAUMUIO MOMELLAIOT €ero
YUYaCTHUKK B CBOMX Npodunax u bnorax, Bkatoyasa potorpadum 1 Buaeo.

3. lpoBepbTe, C KakKMMM APYrMMW CaliTamu CBA3aH COLManbHbIA cepBuc Bawero pebeHka.
CTpaHMukM Bawero pebeHka MoryT 6biTb 6e30MacHbIMW, HO MOMYT M CcoAepKaTb CCbIKA Ha
HexkenaTeslbHble M OnacHble caiTbl (Hanpumep, MOPHOCAWT, UAWU CalT, HAa KOTOPOM ApPYr yNnOMWHaeT
Homep coToBoro TenedoHa Bawero pebeHka uam Baw gomawHuin agpec)

4. NMoowpante Bawwnx getelt coobatb 060 BCeEM CTPAHHOM UAWN OTTA/IKUBAIOLLEM U HE C/INLLIKOM
OCTPO pearvpyiTe, KOrga OHW 3TO AenatoT (M3-33 OmnaceHus NoTepAaTb AOCTyN K MHTepHeTy AeTu He
roBOPAT POAUTENAM O NPobAEMaXx, a TaKKe MOryT HayaTb MCMO/1b30BaTb MIHTEPHET BHE Zl0Ma U LUKOJIbI).

5. ByabTe B Kypce ceTeBOl KM3HU Bawero pebeHka. MHTepecyliTech, KTO X Apy3bsA B UHTepHeT
TaK ’Ke, KaK MHTepecyeTecb PeanbHbIMU APY3bSMU.

Bospacr ot 7 go 8 ner

B UHTepHeTe pE6EHOK CTapaeTcAa NOCeTUTb Te NN UHble CainTbl, @ BO3MOHO W YaThbl, pa3pelwieHune
Ha noceweHne KOTopbiX OH He noay4dun 6bl OT pOp,VITGI'IEVI. Nostomy poauntenam 0COBEHHO MoJiesHbl
6yp,yT T€ OT4YeTbl, KOTOpble npeaocCTaBNATCA MporpaMmmamm no OrpaHMYeHUK0 UCNO/1b30BaHUA
MHTepHeTa, T.e. PO,EI,VITe/'IbCKMﬁ KOHTPO/Ib U1 TO, YTO Bbl CMOXETe YBUNAETb BO BPEMEHHDbIX cbaﬁnax. B
pe3ynbTate, y pe6eHKa He 6y,a,eT oulyweHuma, 4Yto 3a HMUM BeaeTcA NMOCTOAHHbIN KOHTpPO/1b, OAHAKO,



poauTenn 6yayT no-npekHemy 3HaTb, KakuMe CaiTbl nocewiaet ux pebeHoK. JeTn B AaHHOM Bo3pacTte
06/134310T CUNbHLIM YYBCTBOM CEMbW, OHW AOBEPYMBLI M HE COMHEBaOTCA B aBTopuTeTax. OHM N06AT
UrpaTb B CETEBbIE UrPbl U NyTELEeCTBOBaTb N0 MHTEPHETY, NCMO/b3YA 3NEKTPOHHYIO NOYTY, 3aX0ANUTb Ha
CalTbl M YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMM.

CoBeTbl No 6e3onacHocTU B ceTn NIHTepHeT ana aeteit 7 - 8 net

1. Co3paiite CNMCOK AOMALLHMX NpaBua noceleHna MHTepHeTa nNpu ydactum aeteit n tpebyite
€ro BbINOJIHEHUS.

2. TpebyinTe oT Bawero pebeHKa cobntogeHMa BpEMEHHbIX HOPM HaxoXKAeHMA 32 KOMMbIOTEPOM.
Mokaxknte pebeHky, 4To Bbl HabaoAaeTe 3@ HUM He NOTOMY 4YTO Bam 3TO xouerca, a MOTOMY 4TO Bbli
b6ecnokouTecb 0 ero 6e30nNacHOCTU U BCeraa rotToBbl eMmy NOMOYb.

3. KomnbloTep ¢ nogkntoueHMem K WMHTepHeTy [oMKeH HaxoauTbcs B OOLLE KOMHaTe nog,
NPUCMOTPOM poauTene.

4. Ucnonb3yiTe cneumnasnbHble eTCKMEe NOMCKOBbIE MALLMHBI.

5. WUcnonbsyiiTe cpenctsa OAOKMPOBAHWUS HEXKeNaTe/IbHOro KOHTEHTA KaK [AOMOJIHEHME K
CTaHAapTHOMY PoanTenbCKOMY KOHTPOIO.

6. Co3gainTe CEMEMNHbIN 3NEKTPOHHbIN AWMK, YTOObl HE MO3BONUTbL AETAM UMETb COBCTBEHHbIE
agpeca.

7. bBnokupyite poctyn K caltam € 6ecnnaTHbIMM  MOYTOBbIMU - ALUMKAMM C  MOMOLLbLO
COOTBETCTBYIOLLETO NPOrpaMmHOro obecneyeHums.

8. Mpuyunte getelt coseToBaTbCcA C Bamu nepen onybinKoBaHMEM Kakoih-nmbo mHbopmaumm
CpPeACTBaMM 3/IEKTPOHHOM NOYTbI, YaTOB, PETMCTPALMOHHBLIX GOpPM 1 Npodune.

9. Hayuute geTein He 3arpyrKaTb ¢paiibl, Nporpammbl aM My3biKy 6e3 Ballero corsiacus.

10. He paspeluaiTe AeTAM UCMOJIb30BaTb CYyXKObl MTHOBEHHOIO 06MeHa CoobLLEeHMUAMM.

11. B "6enblii" cnMcoK caldToB, paspeLleHHbIX A5 NOCEeLLEeHNA, BHOCUTE TOJIbKO CalTbl C XOpoLlei
penyTaumnen.

12. He 3abbiBaiTe becepgoBatb ¢ AeTbMU 06 nx Apy3baAx B NHTepHeTe, KaK ecan bbl peyb Wwna o
APY3bSAX B PeasibHOM KU3HW.

13. He penaiTe "Taby" 13 BONPOCOB MOJIOBOM KWU3HU, TaK KaK B MIHTepHeTe AeTU MOryT Nerko
HATKHYTbCA Ha NopHorpaduio uam cantbl "gnsa B3pocabix'.

14. MpuyunTte Bawero pebeHKka coobuwatb Bam O MOObLIX Yyrpo3ax MAM TpPeBOrax, CBA3AHHbIX C
NHTepHeToM. OcTaBalTeCb CMOKOWHbIMU M HanNoMHWUTE AeTAM, YTO OHM B H6E30MacHOCTU, ecin cammu
paccKkasanuM BamM O CBOWUX TpeBorax. [loxBanuTe MUX W MOCOBETYNTe MOoAOUTU elle pa3 B NoAo6HbIX
cnyyasnx.

Bo3pacr geteii ot 9 Ao 12 ner

B aaHHOM BO3pacTe AEeTW, KaK NPaBKAo, YKe Hac/bllaHbl O TOM, Kakas MHPopmaLma cyllecTsyert
B8 MHTepHeTe. CoBepLUEHHO HOPMAabHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, yCAblWwaTb. [pn aTOM
HY)XHO MOMHMWTb, YTO AOCTYM K HeXenatenbHbIM MaTepuanam MOMKHO /ierko 3absoKuposaTb Npu
nomoLLu cpeacTs PoantenbcKoro KOHTPOAS.

CoBeTbl No 6be3onacHocTn gnsa aetelt ot 9 go 12 net

1. Co3aaliTe CNMCOK AOMALUHUX NPaBUA NoceleHns MHTepHeT Npu y4acTumn getei n Tpebyite ero
BbIMOJIHEHUA.

2. TpebyitTe oT Bawero pebeHKa cobntoaeHns HopM HaxoXAEeHMA 33 KOMMbIOTEPOM.

3. Habntopalite 3a pebeHKOM npu paboTe 3a KOMNbIOTEPOM, NOKAXKUTE emy, 4To Bbl becnokoutecb
0 ero 6€30MnacHOCTM 1 BCeraa rotoBbl OKasaTb eMy MOMOLLb.

4. KomnbloTep € nogKkatodeHnem B WMHTepHET [o/KeH HaxoAuTbCA B obwei KomHaTe nog
NPUCMOTPOM poanTenen.

5. WUcnonbsyiiTe cpeactsa OGAOKMPOBAHUA HEXKeNaTe/lbHOr0 KOHTEHTa KaK [OMoJIHEHME K
CTaHAApPTHOMY Poantenbckomy KOHTPOAIO.

6. He 3abbiBalTe nNpuMHMMaTb HENOCpPeACTBEHHOE y4yacTMe B M3HU pebeHka, becepoBaTb C
AeTbmu 06 ux Apy3bax B MHTepHeTe.



7. HactaumBalite, 4T0bbl A€TM HWMKOr4a He COMNALWANIUCL Ha JIMYHbIE BCTPEYU C APY3bAMM MO
MHTepHeTy.

8. Mo3BosAlTe AeTAM 3aX0ANTb TO/IbKO Ha caiTbl 3 "6enoro" cnmcka, KOTOPbIN CO3a4aNTe BMecTe
C HUMM,

9. MpuyunTe peTell HMKOrga He BblAaBaTb JNYHYO MHPOPMALMIO CPeacTBaMU 3NEKTPOHHOM
MnoYyTbl, 4aToB, CUCTEM MFHOBEHHOrO ObOMeHa COObLLEHNAMM, PErUCTPaALMOHHbBIX GOPM, JNYHbIX
npodunen n Npu perncTpaumrm Ha KOHKypcbl B IHTepHeTe.

10. MpuyunTe geTel He 3arpy*Katb Nnporpammbl 6e3 Bawero paspeweHua. O6bACHUTE UM, YTO OHMU
MOTYT C/Iy4aitHO 3arpy3nTb BUPYCbl UAKN APYroe HexenaTebHOe NporpammHoe obecneyeHme.

11. Co3painTe Bawemy pebeHKy orpaHMYEHHYI0 yYEeTHYO 3anuchb A5 paboTbl Ha KOMMblOTEpeE.

12. Npuyunte Bawero pebeHKka coobwatb Bam O MO6bIX Yyrpo3ax WAM TPEBOrax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe getam, 4TO OHM B OE30MACHOCTW, €C/IM CamMM PAcCKasaan Bam O CBOMX
TpeBoOrax 1 onaceHumaAx.

13. PaccKkaxuTe aetam o nopHorpadpum B MHTepHeTe.

14. HacramBalite Ha Tom, 4TOObl AETU NPeAOCTaBAAAN BAM [0CTYN K CBOEN 3NEKTPOHHOM MouTe,
4yTOObI Bbl YOEAMNUCH, YTO OHM HEe 0OLLAIOTCA C HE3HAaKOMLLAMMU.

15. O6bACHUTE AEeTAM, YTO HeNb3A WCNONb30BaTb CETb AJIA XY/IMFAHCTBA, PACMpPOCTPaHEHUS
CnieTeH UK yrpos.

Bo3pacr geteiti ot 13 go 17 ner

B asTOomM BO3pacTe MNOAPOCTKM aKTMBHO WCMOJIb3YIOT MOWMCKOBbIE MallMHbI, MNOJIb3YHTCS
3/IEKTPOHHOM NOYTOM, CNy*KbamMmn MrHOBEHHOIO 06MeHa COOBLLEHMAMM, CKAYMBAOT MY3bIKY U GUAbMbI.
ManbyMKam B 3TOM BO3pacTe 6osblle MO HpaBy CMETaTb BCE OrPaHUYEHUs, OHWU XKaxKayT rpyboro
FOMOPAa, a3apTHbIX UTP, KAPTUHOK "ana B3pocabix". [leBoYKM NpeanoYymTatoT obLaTbca B YaTax, Npu 3TOM
OHM ropasao bonee YyBCTBUTE/bHBI K CEKCYalbHbIM AOMOraTe/ibcTBam B MHTepHeTe.

3avacTyio B 4aHHOM BO3pacTe POAUTENIAM Y¥Ke BECbMa C/IOXKHO KOHTPOIMPOBaTb CBOUX AETel, Tak
Kak 06 MHTepHeTe OHW Yy)Ke 3HAlOT 3HAYUTENbHO Oonblle cBOMX poguTenein. Tem He MeHee, He
oTnycKainte geten B '"cBobogHoe nnaBaHue" no WHTepHeTy. CTapaliTeCb aKTMBHO Y4acTBOBaTb B
obweHnn pebeHKa B UHTepHeTe.

BakHO no-npexkHemy cTporo cobntogatb npasuna MHTEPHET-6€30NacCHOCTM - COMalLEHNE MeXKAY
poautenamm un aetbMu. Kpome TOro, HeobBXOAMMO KaK MOXKHO 4Yalle NPOCMATPUBATb OTYETblI O
aeatenbHocTn aetelt B UHTepHeTe. CneayeT 06paTuTb BHMMAHME Ha HEOBXOAMMOCTb COAepKaHuA
poaUTENbCKUX Naposeit (naposiei afMUHUCTPATOPOB) B CTPOrOM ceKpeTe M 0bpaTUTb BHMMaHME Ha
CTPOrocCTb 3TUX Maposei.

CoBeTbl N0 6e30MacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3paiite CNMCOK AOMALLUHMX MpPaBWA MoceweHna MHTepHeTa Npu yyacTUM NOLPOCTKOB U
Tpebyiite 6e3ycnoBHOro ero BbiNosHeHUA. Obrosopute ¢ pebeHKOM CMMCOK 3anpeLLeHHbIX CalToB
("uepHbIit cnncok"), yackl paboTbl B UHTEpHETE, PYKOBOACTBO NO 06LLEHMIO B MHTEpPHETE (B TOM YMC/Ee B
yaTax).

2. KomnbtoTep ¢ noakAto4eHMeM K ceTn MHTePHET A0MKeH Haxo4MTbCA B 00L,ein KOMHaTe.

3. He 3abbiBaitTe becepoBaTb ¢ AeTbMKU 06 UX Apy3bAx B UHTepHeTe, 0 TOM, YEM OHW 3aHATbI
Takum obpasom, byaTo peyb MAET O APY3bAX B peanbHOM Ku3HM. Cnpalineante o N0AAX, C KOTOPbIMU
OEeTH 06LLatoTca NOCPeACcTBOM CNYKO MrHOBEHHOTO 06MeHa coobLeHnAMM, YTOObI yoeaunTbes, YTo 3TH
NOAN UM 3HAKOMBbI.

4. Wcnonb3yinTe cpenctBa ONOKMPOBAHUA HEXKENATENbHOTO KOHTEHTA KaK [AOMOJIHEHWE K
CTaHAApPTHOMY POANTENBCKOMY KOHTPOJIIO.

5. Heobxoaumo 3HaTb, KaKMMMK YaTamMu Nonb3ywoTca Bawwu petu. MoowpsaiiTe ncnonb3oBaHue
MOAEPUPYEMBIX YAaTOB M HACTamBamTe, YTOObI AETU He 06LLANNCE B MPUBATHOM pPEXKUME.

6. HacramBalite Ha Tom, YTOObl AETU HWUKOr4A He BCTPEYASIUCb JIMYHO C APY3bSAMMU U3 CETU
MHTepHeT.

7. Mpuyunte getei He BblAABATb CBOK JIMYHYLO MHOOPMALMIO CPeACTBAMM SNEKTPOHHOM MOYTbI,
4aToB, CUCTEM MFHOBEHHOIO O6MEHA COOBLLEHUAMM, PEFUCTPALMOHHDBIX GOPM, IMYHBIX Mpoduneit U Npu



perncrpauunm Ha KoHKypcbl B UHTepHeTe.

8. MpuyunTe geTteit He 3arpykaTtb Nporpammbl 6e3 Bawero paspeweHns. O6ACHUTE MM, YTO OHM
MOTYT C/Iy4aiHO 3arpy3nTb BUPYCbl UK Apyroe HexenaTesibHoe NporpammHoe obecneveHue.

9. Mpuyunte Bawero pebeHka coobuaTb Bam O tOObIX yrpo3ax WMAM TpeBOrax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe AeTam, 4TO OHM B 6€30MacCHOCTM, EC/IM CAMM PACCKa3aiv Bam, O CBOMX yrpo3ax
nnu Tpesorax. MoxeBannTe UX U NOCOBETYMTE NOAOWNTH eLLe pa3 B NOAO6HbIX CydasX.

10. PacckaxuTte petam o nopHorpadmm B UHTepHeTe. MMomorMte MM 3alUTUTLCA OT Cnama.
HayuyuTe noApoCTKOB He BblAaBaTb B MIHTepHeTe CBOEro peasnbHOro 3/1eKTPOHHOMo agpeca, He OoTBeYyaTb
Ha HeXeflaTesbHble MMCbMA M UCMNOAb30BaTb CNeLMabHble NOYTOBbLIE PUALTPBI.

11. Mpuyunte ceba 3HAKOMUTLCS C CaiTaMM, KOTOPble NOCELLAOT NOAPOCTKM.

12. Hayuute peten yBaxaTb ApYrux B MHTepHeTe. YbeanTech, YTO OHM 3HAOT O TOM, YTO NPaBMANa
XOpOLLEero NoBeaeHNa AEUCTBYIOT BE3AE - AaXKe B BUPTYaIbHOM Mupe.

13. O6bACHUTE [ETAM, UYTO HM B KOEM C/lyyYae Henb3s Ucnonb3oBaTb CeTb A1A XY/AWUFaHCTBa,
pacnpocTpaHeHna cnaeTeH Uan yrpos ApYyrum Aaam.

14. ObcyamTte € noapocTtkamu npobsiemMbl CETEBbIX a3apTHbIX WUFP M MX BO3MOMKHbIN PUCK.
HanomHuTe, 4TO AeTU He MOTYT UrpaTb B 3TU UIPbI COFTAaCHO 3aKOHY.

MOCTOAHHO KOHTPOAMpPYWTe Mcnonb3oBaHMe WHTepHeTa Bawum pebeHKkom! 3To He HapyweHue
€ero JIMYHOrO MNPOCTPAHCTBA, a Mepa MNPeaoCTOPOXKHOCTM U MpoABneHMe Baweln poguTenbcKkomn
OTBETCTBEHHOCTU U 3a60TbI.




